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A world-class research university with a liberal arts and science college at its core.

NYU Abu Dhabl welcomed its first class in 2010.
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Center for Cybersecurity (CCS) @NYUAD

5 AD-based, 2 NY-based core faculty
4 AD-based affiliated faculty

50+ current researchers
* 2 professional chip designers

17 past researchers placed into universities and
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* E.g., Profs at KU Leuven and KAUST,
engineers at Qualcomm, and Intel.

Research funded by ADEK, DARPA (US), Intel,
NSF (US), Google, TlI, etc.

CCS domains of expertise:

* Communication/information security
* Machine learning security

* Privacy enhancing technologies

* Trusted hardware design
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Semiconductor Resources and Capabilities
Example prototypes (chip design in-house; fabrication outsourced)

Hardware Accelerator for Partial
Homomorphic Encryption

Hardware Accelerator for Fully
Homomorphic Encryption

So far: Taped out in GF 65nm, GF 55nm, and TSMC 28nm technology

- Current: Tape-out with TSMC 22 nm technology in 2025
g Ozgur Sinanoglu, NYU Abu Dhabi “Supply Chain Vulnerabilities of ICs and Design-for-Trust” . 6|
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parti: —

* Security threats for ICs b

* Logic locking as a countermeasure H;‘f(}v":g{;h,)yesign:
_ _ _ . Combinational

* Lessons learnt and metrics in logic locking Logic Locking

Techniques

* Unpleasant trade-offs

Ozgur Sinanoglu, NYU Abu Dhabi “Supply Chain Vulnerabilities of ICs and Design-for-Trust”



Distributed IC Design and Manufacturing Flow

Outsourced
assembly &
test

Outsourced
fabrication

3

Design
specifications

Chip design

Untrusted/Uncontrolled Entities

CAD software GDSII
Design IP Tampered ICs
unprotected Overbuilt ICs

Ozgur Sinanoglu, NYU Abu Dhabi “Supply Chain Vulnerabilities of ICs and Design-for-Trust” m



1. Chip implementation reveals design details
2. Designers have no control over chip supply chain

IP THEFT COUNTERFEITING OVERBUILDING
| ] ]
GlobalFoundries vs TSMC (2019) TI Chips (2019) Anecdotal evidence
ASML vs XTAL (2019) CISCO Router (2010)

Opticurrent vs Power Integration (2019)
TSMC vs UMC (2018)

Ozgur Sinanoglu, NYU Abu Dhabi “Supply Chain Vulnerabilities of ICs and Design-for-Trust”



Logic Locking in the Flow

9

Design  CAD software GDSI| Fab Test f
specs Trusted facility j‘%

Ozgur Sinanoglu, NYU Abu Dhabi “Supply Chain Vulnerabilities of ICs and Design-for-Trust”



Locking and Unlocking Operations

Logic locking
— |IP owner inserts locks into the design

— Chip unlocked/activated by loading the secret
key on the chip (one time, NVM)

Secrecy of the key is key!

2. Resilience to reverse engineering & piracy

1. Supply chain control

Chips useless until key is loaded Functionality depends on the key
* Wrong key =» Chip fails e Gate structure no longer sufficient

“Supply Chain Vulnerabilities of ICs and Design-for-Trust”

Ozgur Sinanoglu, NYU Abu Dhabi



Logic Locking - Example
Original circuit Locked circuit / \
T
0 G2 G 0 -
ﬁ%

Tamper-proof
memory

Key inputs

A 4 Y VY

—> . 5
Inputs Circuit to be Outputs
—> protected — /

e Chipu

In a nutshell,
password-
protected chip

* Incorrect key =»Incorrect output

* |P owner knows the secret key
— Hidden from everyone else L4

— Determines the exact functionality

Ozgur Sinanoglu, NYU Abu Dhabi “Supply Chain Vulnerabilities of ICs and Design-for-Trust”



Strong Threat Model: Attacks on Logic Locking

ab am §>
> §K2 b cH—Y
Reverse engineerin c
9 J SR |2 Locked netlist

GDSI| / > (with key logic)

11 Jio

'2"|| o2 Most powerful attacks

'3'||‘ ’||' * Simulate netlist to identify (attack) inputs

41 I * Apply inputs to the oracle to get outputs

i " * Infer the key frlo.m ilnput-output pairs
Functional IC with key (oracle) Rajendrla\ﬁl'e;iga):loztut’aeglf%i\ CS;glr;sﬂzanon attack, SAT attack, etc.

Ozgur Sinanoglu, NYU Abu Dhabi “Supply Chain Vulnerabilities of ICs and Design-for-Trust”



Logic Locking Objectives

» Effectiveness (output corruption):

— How badly does a locked chip fail for an incorrect key?

* Defense strength:

— How resilient is the logic locking defense to attacks?

Ozgur Sinanoglu, NYU Abu Dhabi “Supply Chain Vulnerabilities of ICs and Design-for-Trust”



Evolution of Logic Locking (2008 - )

2008 2012 2015 2016 2017

}CHES'IG, UMD +}DAC’17, UMD

g ‘XSens. ‘xSATx 1

DAC'12, NYU HOST'15, Prir-cel[;)n
NDSS’15, Waterlpo

CHES'17, UF

¥AGR
% SPS TETC'17, NYU

\ ASPDAC'17, NYU

, |

-

Algorithmic

J

Ozgur Sinanoglu, NYU Abu Dhabi

lx Bypass

J

(" RLL yari SARLock Cyclic SFLL Defenses
}DATE'OS,‘ r¥ea 8[. Innai‘cﬂts }HOST'ls, NYU GL5¥L5|'17, UF }CCS'U' NYU
}DI:'IFTE!-IZ NYU Anti-SAT e Delay SFLL-rem

‘} VTS'18, ICCAD’18, TCAD'20, NYU

» CAS-Lock

CHES'19, UF

TimingSAT

ICCAD’18, UMD

CycSAT

ICCAD’17, NW

L

N ~

‘Miscellaneous

CAS-Unlock

TIFS, NYU

Removal
TIFS’19, Wuhan, NYU
DATE’19, IITK

Attacks

“Supply Chain Vulnerabilities of ICs and Design-for-Trust”



Evolution of Logic Locking (2008 - )

4 SARLock Cyclic p SFLL Defenses
}HOST’lAG, N{(p SAT GLSVLSI'17, UF CCS'17,NYU
ST Delay SFLL-rem
}CHESIIG' oMP P onc17, ump ' P> 1518, IcCAD'18, TCAD' 20, NYU
» CAS-Lock

CHES'19, UF

2008 2012 2015 2016 2017 2018

K

CAS-Unlock

< R Bypass _
‘XSens. ‘x SAT lﬁm ,FL,JF TimingSAT TIFS, NYU
DAC'12, NYU HOST’15, Priricetion ’
NDSS’15, Wa er;Eo ICCADLS, UMD 1 Eg'g‘vov\ﬁal NYU
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Attacks
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Oracle-based Attacks
Key search o] Y @
space =

B;
lter 1 LQOO—UTI Locked netlist / (00011 01)

Functional IC

Iter 3 ’m
. 0 i
Correct key 0|2||| Moz 1
Iter 2 SAT solver 0 31 I
Liang |

Lisy

Output corruption helps the attack learn and prune

Subramanyan et al., HOST 2015 El Massad et al., NDSS 2015

Ozgur Sinanoglu, NYU Abu Dhabi “Supply Chain Vulnerabilities of ICs and Design-for-Trust”



Oracle-less Attacks
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Analysis of the locked netlist to infer the secret key
* Connectivity, signal probability, etc.

b o 0b

0o

,
;

Ozgur Sinanoglu, NYU Abu Dhabi “Supply Chain Vulnerabilities of ICs and Design-for-Trust”



Lessons Learnt in 10+ Years

* Oracle (working chip) helps learn from output corruption

— Early/basic schemes, which were effective, all broken

* Trade off effectiveness for defense strength?

— For good defense strength, effectiveness suffers!

— Combining multiple locking defenses won’t help either.

Ozgur Sinanoglu, NYU Abu Dhabi “Supply Chain Vulnerabilities of ICs and Design-for-Trust”



Logic Locking Strategy

1. Play the trade-off game (effectiveness vs resilience)

2. Re-define the game

Ozgur Sinanoglu, NYU Abu Dhabi “Supply Chain Vulnerabilities of ICs and Design-for-Trust”



Generic Logic locking for IP Protection

. Reverse
¥\ engineering

Logic @ 4
locking | &% A ..
s 3 =original

Reverse

BT, — locked Secure flow
¥\ engineering

w v %
AR
ans
ERS
R L\ A R
RS

original | —> original Insecure flow

locked —_—

* Logic locking implements locked # original on-chip
— The original functionality is restored upon activation (correct key)

Ozgur Sinanoglu, NYU Abu Dhabi “Supply Chain Vulnerabilities of ICs and Design-for-Trust”




Achieving Objectives in Logic Locking

* Effectiveness (output corruption)  Defense strength (resilience)
Inout Modified func.
nputs (Locked) \
- Original
Inputs | fou::g,lt:;l — Original ‘ D— :
Restore
circuit
,—
i How similar/different? Modified func.
function > (Locked)
Error
rate

Sengupta, ... Sinanoglu, TCAD 2020

Ozgur Sinanoglu, NYU Abu Dhabi “Supply Chain Vulnerabilities of ICs and Design-for-Trust”



Security Metric: Error Rate (ER)

Error rate: # of input patterns for which modified and original IP differ

How similar/different? Modified func.

Original
function E——) | (Locked)
Error
rate
* Low ER:  High ER:
o Oracle-resilient (defense strength) o Locked chip useless as
o Locked chip with a wrong key black box
almost works fine o Vulnerable to oracle attacks

Unpleasant trade-off: Effectiveness vs Defense Strength

Sengupta, ... Sinanoglu, TCAD 2020
Ozgur Sinanoglu, NYU Abu Dhabi “Supply Chain Vulnerabilities of ICs and Design-for-Trust”




Logic Locking Strategy

1. Play the trade-off game (effectiveness vs resilience)

2. Re-define the game

Ozgur Sinanoglu, NYU Abu Dhabi “Supply Chain Vulnerabilities of ICs and Design-for-Trust”



How to Snap Out of This Trade-off?

e Do we have to trade resilience for effectiveness?

— Oracle helps attacks learn from output corruption

11 |||

21
ke ||

141

5]

Jio
o2
I
h

Functional IC with
key inside (oracle)

Ozgur Sinanoglu, NYU Abu Dhabi “Supply Chain Vulnerabilities of ICs and Design-for-Trust”



Outline

Part ll:

Re-thinking logic locking

Future directions

Joumals & Magazines > IEEE Transactions on Computer... > Early Access @

Thwarting All Logic Locking Attacks: Dishonest Oracle with Truly Random
Logic Locking

Publisher: IEEE

Nimisha Limaye ; Emmanouil Kalligeros ; Nikolaos Karousos ; Irene G. Karybali ; Ozgur Sinanoglu Al Authors

@ = © L)
Abstract Abstract:
While logic locking is a promising defense to protect hardware designs, many attacks have been shown to
Authors undermine its security by retrieving the secret key. All the powerful attacks rely on a working chip, i.e., an
oracle, and in particular, heavily use the test access. The proposed technique DisORC turns the oracle into
Keywords a dishonest one whenever a potential attack is detected. DisORC works on the premise that structural

testing of chips need not be performed with the correct functionality. We implement this capability by



Strong Threat Model

: am j>

AP P
K33 >Locked design

GDS| / G3bj (with key logic)

Weaker
Mest=powenrferl attacks

e What if we break the oracle?

v/ Output corruption no longer a concern

Rajendran, Sinanoglu, et al, DAC 2012
Ozgur Sinanoglu, NYU Abu Dhabi

“Supply Chain Vulnerabilities of ICs and Design-for-Trust”



A Cryptex Mechanism?

The Da Vinci Code Cryptex (from the movie)

* If one tries to force the cryptex open, the vial will break and the vinegar will dissolve
the papyrus (secret message) before it can be read

Ozgur Sinanoglu, NYU Abu Dhabi “Supply Chain Vulnerabilities of ICs and Design-for-Trust”



How to Break the Oracle Without Breaking the IC

Every IC has scan chains

to facilitate test/debug A t |
ccess to oracle

Scan chains: Design flops
chained together for P
serial access

Access to scan chains

Designs are
controlled/observed
mostly by scan cells

JTAG -

Al

Functional IC with key inside (oracle)

Ozgur Sinanoglu, NYU Abu Dhabi “Supply Chain Vulnerabilities of ICs and Design-for-Trust”



How to Break the Oracle Without Breaking the IC

Every IC has scan chains

to facilitate test/debug A t |
ccess to oracle

Scan chains: Design flops
chained together for P
serial access

Access to scan chains

Designs are
controlled/observed
mostly by scan cells

JTAG -

Al

Functional IC with key inside (oracle)

Scan locking? Broken!

Static, TCAS’20, lIT Kharagpur  ScanSAT, TETC’19, NYU
Dynamic, TCAD’17, UF DynUnlock, DATE’20, NYU
DFS, TVLSI'18, Auburn Shift&Leak, ICCAD’19, NYU

Ozgur Sinanoglu, NYU Abu Dhabi “Supply Chain Vulnerabilities of ICs and Design-for-Trust”




How to Break the Oracle Without Breaking the IC

Every IC has scan chains

to facilitate test/debug A t |
ccess to oracle

Scan chains: Design flops
chained together for P
serial access

Access to scan chains

Designs are monitor scan-enable signal

controlled/observed
mostly by scan cells

isolate the key

—0
Functional IC with key inside (oracle)

Detect oracle access 2. Withdraw the key
 Assume it’s an attack (paranoia!) * Oracle broken

N. Limaye, ..., O. Sinanoglu, "Thwarting All Logic Locking Attacks: Dishonest Oracle With Truly Random Logic Locking," IEEE TCAD, 2021

Ozgur Sinanoglu, NYU Abu Dhabi “Supply Chain Vulnerabilities of ICs and Design-for-Trust”




Dishonest Oracle (DisORC) Conceptual Architecture

Inputs Logic
s ﬂjtputs
Key| -OCK€ « Attacks use scan chains
Design
e Detect: Scan-enable=1
 Defense: Withdraw key until
_ chip reset
Scan-in = Scan chain Scan-out
Scan-enable

Access to scan chains €= Scan-enable =1

N. Limaye, ..., O. Sinanoglu, "Thwarting All Logic Locking Attacks: Dishonest Oracle With Truly Random Logic Locking," IEEE TCAD, 2021
Ozgur Sinanoglu, NYU Abu Dhabi “Supply Chain Vulnerabilities of ICs and Design-for-Trust”




Dishonest Oracle (DisORC) Conceptual Architecture

Withdraw

key\._ o _lnlputs

| Correct key

I Wrong key

DT
Sca n-enaﬁ cort'upt

- fﬁip_reset| “Stan-in—

Logic
Locked | -
DOC.  Attacks use scan chains
esign
 Detect: Scan-enable =1
 Defense: Withdraw key until
Scan chain e out S UG

Access to scan chains €= Scan-enable =1

* Implications on test, debug?

Implementation: Upon scan chain access, erase traces of the key completely

N. Limaye, ..., O. Sinanoglu, "Thwarting All Logic Locking Attacks: Dishonest Oracle With Truly Random Logic Locking," IEEE TCAD, 2021
Ozgur Sinanoglu, NYU Abu Dhabi

“Supply Chain Vulnerabilities of ICs and Design-for-Trust”



DisORC Implementation

Tamper-proof memory

Key register

Liocked Circuit

Scan chain(s)

Ozgur Sinanoglu, NYU Abu Dhabi “Supply Chain Vulnerabilities of ICs and Design-for-Trust”



DisORC Implementation

corrupt

User key _|

(JTAG)

clock
corrupt
scan_en
corrupt-rise
reset

Ozgur Sinanoglu, NYU Abu Dhabi

Tamper-proof memory (Secret key)

o

Ky

1o

R

T

Key register

“Supply Chain Vulnerabilities of ICs and Design-for-Trust”

Clock, scan-enable, and reset
are existing signals
First clock after reset:

> ® > key register

corrupt corrupt-rise
i

W@DO—DJ

Corrupt signal circuitry

D Q




DisORC Implementation

Tamper-proof memory (Secret key) * Clock, scan-enable, and reset
| . . .
X are existing signals

|
corru *
kpt B B * First clock after reset:
User ke e )
e ] D y iy y > M > key register
R
K1

| i—Kn1| « Scan-en=1:
» Corrupt = 1 until reset

clock r
corrupt
scan_en =

—#;U
A
o

corruptise B » Pulse on Corrupt-rise
reset .
\ Key register
K .. K4
corrupt corrupt-rise
{
R

reset 44— T Corrupt signal circuitry

Ozgur Sinanoglu, NYU Abu Dhabi “Supply Chain Vulnerabilities of ICs and Design-for-Trust”



DisORC Implementation

Tamper-proof memory (Secret key) * Clock, scan-enable, and reset
are existing signals

! I
corrupt * * !
K B B * First clock after reset:
User ke cee )
e ] - i ! > M > key register
Ky

| i—Kn1| « Scan-en=1:
» Corrupt = 1 until reset

» Pulse on Corrupt-rise

R R
KO
clock
corrupt
scan_en ——_ci 5; [: |
corrupt-rise —ﬁ
reset

\ Key register
Ky Koy
corrupt corrupt-rise
1
e P D
R
reset 44— T Corrupt signal circuitry

Ozgur Sinanoglu, NYU Abu Dhabi “Supply Chain Vulnerabilities of ICs and Design-for-Trust”



DisORC Implementation

Tamper-proof memory (Secret key) * Clock, scan-enable, and reset
are existing signals
corrupt .
* First clock after reset:
U k .
(TAG). > > M > key register
e Scan-en=1:
cglr(rfl;t ] » Corrupt = 1 until reset

scan_en —

corrupt-rise —
reset

» Pulse on Corrupt-rise
 “Wrong” key can be loaded
by anyone (JTAG)

corrupt corrupt-rise
1

scan_en —DD Q D D D )—I

reset -} 1 Corrupt signal circuitry

o

Ozgur Sinanoglu, NYU Abu Dhabi “Supply Chain Vulnerabilities of ICs and Design-for-Trust”



DisORC Implementation

?Tamper-proof memory (Secret key) * Clock, scan-enable, and reset
are existing signals
3 - QD - D - * First clock after re§et:
4\_‘ s [ > M - key register
|‘ — K, |‘ — K, | —Kn1| » Scan-en=1:
525;5;; :5‘;]3 » Corrupt = 1 until reset

corrupt

User key _|
(JTAG)

; » Pulse on Corrupt-rise
corrupt-rise :ﬁ cee Y N
K, . K. by anyone (JTAG)
LK
Access to scan chains: corrupt cormip, e
 Immediate reset of key-register scan_en _DD Ty D
* Immediate disconnection of key from key register R o
reset -} Corrupt signal circuitry

* Traces of key erased

Ozgur Sinanoglu, NYU Abu Dhabi “Supply Chain Vulnerabilities of ICs and Design-for-Trust” -m



DisORC Implementation

reset

Secure region

Scan-en

Insecure region

Scan Scan -en
Scan-en’
in key user
Scan-en

Access to scan chains:
 Immediate reset of key-register

* Immediate disconnection of key from key register

* Traces of key erased

Secure region:
M protected

Scan-en=1

Jr
Insecure region:

& withdrawn

Ozgur Sinanoglu, NYU Abu Dhabi “Supply Chain Vulnerabilities of ICs and Design-for-Trust”



Strong Threat Model

K2

Reverse engineering “ ]

b@

GDSI! /

Broken oracle

pEh—

Go)—Y

B
>

Locked design
(with key logic)

* Analyze netlist to isolate key logic
* Infer the key from key logic or

simply remove key logic to get IP

* Likely attack angle: Existing CAD tools are security-agnostic

— They leave traces behind
— They take predictable (learn-able) actions

Ozgur Sinanoglu, NYU Abu Dhabi

“Supply Chain Vulnerabilities of ICs and Design-for-Trust”



Traditional Logic Locking is Vulnerable
» Key-gate type implies the key value
» Reverse-engineers can figure out the key! <0 QD_ =1 JjD—

* Use bubble pushing feature of synthesis tools to break inference

0 K \ 0 K \
10 — 10 —
11 — -0 11 — 0
12 12
13 13
(a) (b)
e Attacks can learn the transformations and figure out the key (e.g., SAIL)

 RLLis not really random! It only chooses locations randomly.

Ozgur Sinanoglu, NYU Abu Dhabi “Supply Chain Vulnerabilities of ICs and Design-for-Trust”




SAIL Attack

* Leverages the mapping between key-gate and key-value

Original Design Key-gate Insertion Re-synthesis
lock k1 k1l
11— o I1 | 11
12— o 12 ) o 12 o
13— 13— 13
14— 14 14

& Key Guessing T—[ SAIL Attack ]<—|

N
: £

2

* Logic locking induced changes are local
* Synthesis steps are deterministic

P. Chakraborty et al., “SAIL: Machine learning guided structural analysis attack on hardware obfuscation,” AsianHOST, 2018.
Ozgur Sinanoglu, NYU Abu Dhabi “Supply Chain Vulnerabilities of ICs and Design-for-Trust”
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OMLA: Oracle-Less ML Attack on Logic Locking

‘}7 Encoding

GNN

< Key Prediction>

Advanced attacks leverage Graph Neural Networks (GNNs)

These attacks bypass the need to undo transformations

GNNs can directly predict the key value from the key-gate locality

L. Alrahis, ..., O. Sinanoglu, ..., “OMLA: An Oracle-Less Machine Learning-Based Attack on Logic Locking,” TCAS-11, 2021

Ozgur Sinanoglu

NYU Abu Dhabi

“Supply Chain Vulnerabilities of ICs and Design-for-Trust”
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Learning-resilient MUX-Based Logic Locking

No key leakage

Original netlist MUX locked netlist 1 Open net for k; =1

[ Solution? Symmetric/Deceptive MUX-based locking

0,

Naive MUX-based locking is vulnerable to constant propagation attacks! ;3:
E.g., SWEEP & SCOPE !

A. Alagl et al., “SCOPE: Synthesis-Based Constant Propagation Attack on Logic Locking,” TVLS/, 2021.
D. Sisejkovic et al., “Deceptive logic locking for hardware integrity protection against machine learning attacks,” TCAD, 2021.

Ozgur Sinanoglu, NYU Abu Dhabi “Supply Chain Vulnerabilities of ICs and Design-for-Trust”



MuxLink on Learning-Resilient Logic Locking

* Modern ICs contain a large amount of repetition and reuse cores

* Symmetric/Deceptive logic locking only protects from locality-based attacks

—> Link

GNN _
L5 No link

MUX-based Locking Converting to a link prediction task

Given an incomplete network, predict whether two nodes are likely to have a link

L. Alrahis, ... O. Sinanoglu, "MuxLink: circumventing learning-resilient MUX-locking using graph neural network-based link prediction," DATE, 2022.
Ozgur Sinanoglu, NYU Abu Dhabi “Supply Chain Vulnerabilities of ICs and Design-for-Trust”




Truly Random Logic Locking

 Randomized decisions:
» No inverter = insert XOR or XNOR e No bubble
» Inverter = replace with XOR or XNOR

pushing
Original design Lo%:sign SRR
K—’ * No reliance

on logic

_3 D 1 tools

* No inference of key value from gate structure in locked design

N. Limaye, ..., O. Sinanoglu, "Thwarting All Logic Locking Attacks: Dishonest Oracle With Truly Random Logic Locking," IEEE TCAD, 2021
Ozgur Sinanoglu, NYU Abu Dhabi “Supply Chain Vulnerabilities of ICs and Design-for-Trust” -m




Proposed Logic Locking

 Dishonest Oracle  ML-Resilient Logic Locking
p N (Truly Random Logic Locking)
~ K
a Y K1
Key inputs b - y
. , G
Inputs Locked Outputs a K2
—»__ Design —> c »
k / ~\ K3 G4
G3
Locked design
When attack detected: Locking approach:
*  Withdraw the key * Randomized decisions
* Oracle becomes dishonest * No reliance on synthesis tools
* Oracle-based attacks fail * High output corruption

N. Limaye, ..., O. Sinanoglu, "Thwarting All Logic Locking Attacks: Dishonest Oracle With Truly Random Logic Locking," IEEE TCAD, 2021
Ozgur Sinanoglu, NYU Abu Dhabi “Supply Chain Vulnerabilities of ICs and Design-for-Trust” -n




DISORC + TRLL Bulletproof?

e DISORC disables scan for oracle-based attacks

— Attacks limited to chip I/Os not viable emprically
— No provable security guarantees however

 TRLL provably securite against oracle-less attacks

— Assumption: Attacker has zero knowledge about the original design

N. Limaye, ..., O. Sinanoglu, "Thwarting All Logic Locking Attacks: Dishonest Oracle With Truly Random Logic Locking," IEEE TCAD, 2021
Ozgur Sinanoglu, NYU Abu Dhabi “Supply Chain Vulnerabilities of ICs and Design-for-Trust”
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Chip Architecture

A o101

/N
?%é | AR EnCx) T 2, Logic Locking
- ) g ® Q  Correct key = Chip works
O Wrong key =» Chip fails
O IP functionality obfuscated

! ' Enc(x
X s Encrypt :—'

¥4

f(¢) Decrypt:—|g server
i I "Enc(f(x))

I Data Scheduler &

ARM Host
Homomorphic Encryption: Controller (DSC) DMA

| CM-0 I/F
Computation over encrypted data L - Iiii _______
Interconnect - 128 bit

Dual Port Dual Port Dual Port Single Port Single Port Single Port Single Port Cortex MO
SRAMO SRAM1 SRAM2 SRAMO SRAM1 SRAM?2 SRAM3 SRAM
128X8192 128X8192 128X8192 128X8192 128X8192 128X8192 128X8192 64KB

Ozgur Sinanoglu, NYU Abu Dhabi Chain Vulnerabilities of ICs and Design-for-Trust”



* Logic locking: A holistic defense
— Regain control over supply chain (overbuilding, etc.)
— Hide functionality (reverse engineering & IP piracy)

* Earlier research: Oracles force logic locking into an unpleasant
trade-off on Error Rate

* DisORC + TRLL
— Snaps this trade-off

— Secure under certain assumptions

N. Limaye, ..., O. Sinanoglu, "Thwarting All Logic Locking Attacks: Dishonest Oracle With Truly Random Logic Locking," IEEE TCAD, 2021
Ozgur Sinanoglu, NYU Abu Dhabi “Supply Chain Vulnerabilities of ICs and Design-for-Trust”




Future Direction: Security-Aware Logic Synthesis

Causal Nexus of “Logic Locking” & “Synthesis”

module example (/*AUTOARG*/
// Dutputs

i ower_ink),
-lower_ina (lower_ina));

always B (/*AUTOSENSEx/1i) begin

0o =1ij;

end
endmodule

Hardware design

Logic
locking

M

(N (7
=4

Ozgur Sinanoglu, NYU Abu Dhabi

Logic
State-of-the-art synthesis

algorithms a

Vulnerable

“Supply Chain Vulnerabilities of ICs and Design-for-Trust”

Vulnerable

-

Long
standing
issue!
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Future Direction: Security-Aware Logic Synthesis

Search space exploration

£0

recipe2 Acc.: 72.1% -
; § : SA-recipe Key prediction accuracy
: : - 1 generator )
- : Recipe
recipeK Acc.: 50.0% & Synthesized
. Locked /Y@_) design

recipeM © Acc.: 58.2% |
&  Defender i @ Attacker | Optimization carried out
Choose synthesis : Know defender's ' . . .
€§I? recipe recipe using simulated annealing

Synthesis impacts security
Highlights potential for automation in logic locking

A. Chowdhury, L. Alrahis, O. Sinanoglu, ... "ALMOST: Adversarial learning to mitigate oracle-less ML attacks via synthesis tuning," DAC, 2023
Ozgur Sinanoglu, NYU Abu Dhabi “Supply Chain Vulnerabilities of ICs and Design-for-Trust”




Future Direction: Use of LLMs

Can LLMs help identify Influential nodes in circuit graphs?

Verilog Circuit Graph

A module cir () /
— ) Cingiis input a, b, ... .\ / Input: @ @ E]

\
output X, vy, ... ’ :
D_ gate inst (., ., .) :> / Output @ [Z]
: . gate inst (., ., .)
\

-

>
Q.
-

_D_ gate inst (., .,.) ’/ \‘

/

List
gate inst (., .,.)

LLM input

Enhanced
Zero-shot  Few-shot  Fine Robustness
Learing Learing  Tuning
\A. Saha, Sinanoglu, et al. IEEE VTS, 2025. -/

Ozgur Sinanoglu, NYU Abu Dhabi “Supply Chain Vulnerabilities of ICs and Design-for-Trust”



Useful Pointers

* Information on logic locking: https://sites.nyuad.nyu.edu/dfx/

— Videos (lectures)

— Material (for launching attacks)

* |Pon logic locking

U.S. Patent No. 9,817,980.

Muhamma
Jeyavijayan (JV) Rajendran

U.S. Patent No. 10,153,7609.
Trustworthy

U.S. Patent No. 10,853,523. ?ardware,DeSIgn:
omblnatlpnal

U.S. Patent pending, US-20230177245-A1. e

N. Limaye, ..., O. Sinanoglu, "Thwarting All Logic Locking Attacks: Dishonest Oracle With Truly Random Logic Locking," IEEE TCAD, 2021

Ozgur Sinanoglu, NYU Abu Dhabi “Supply Chain Vulnerabilities of ICs and Design-for-Trust”
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Proposed Solution: Truly Random Logic Locking

e Objective 1: High corruptibility
- Insert key-gates in random locations (like RLL)

* Objective 2: Don’t rely on synthesis tools
- Make randomized decisions
- Eliminate inference between key-gate type and key value
- Eliminate need for bubble pushing (TRLL)

N. Limaye, ..., O. Sinanoglu, "Thwarting All Logic Locking Attacks: Dishonest Oracle With Truly Random Logic Locking," IEEE TCAD, 2021
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Proposed Solution II: IsoLock

« MUX locking is inherently more secure (no key leakage)

 MUX locking is vulnerable to link prediction-based attacks

«  What if we lock isomorphic structures? Guaranteed resilience, but depends
on the circuit structure

tacks cannot
thg=kfuscate

DEDS

Isomorphic locked structures

L. Alrahis, ..., O. Sinanoglu, "IsoLock: Thwarting Link-Prediction Attacks on Routing Obfuscation by Graph Isomorphism," Crypto Eprint Archive
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DisORC Implications on Test

Tamper-proof memory (Secret key)

corrupt

Userkey_ B D QD Q—l_' cee D Q—l DOES StrUCturaH:ESt

(JTAG) i .
|~ 2l |~ 2y |- R_IK require the correct

clock

soree HOD :

functionality?
o et F——1

a. Yes; need Keyin—

Key register key-register-
. No; can use key
Access to scan chalns ('scan-en = 1) means: register as test
* Attack on logic locking :
points

* Legitimate testing for structural defects
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DisORC Implications on Test (Cont’d)

Tamper-proof memory (Secret key)

corrupt

Userkey_ B D QD Q—l_' cee D Q—l DOES StrUCtura|teSt

(JTAG) i .
|~ 2l |~ 2y |- R_IK require the correct

clock

soree HOD

functionality?
o et F——1

Key register key-register-
No; can use key
register as test

 ATPG sets key register content for each pattern

» Fault coverage per pattern T .
* Key register content loaded along with scan points

chains of the design
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DisORC Implications on Test (Cont’d)

Tamper-proof memory (Secret key)

- * Key isolated and

iy _ j‘— : QD e - D M hidden during test
— K, K, —Kn1

'it: D )r r J * Noinfoin test

corruptr-erisseet ::D patterns about key

Key register

* ATPG sets key register content for each pattern Chips with key can
> Fault coverage per pattern be tested by
* Key register content loaded along with scan untrusted OSAT
chains of the design
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DisORC Implications on Test (Cont’d)

reset

@ Scan-en’

Scan-en

Sca n-en’

Scan-en

Scan -e

Key: Scan-en’
" ATPG

 ATPG sets key register content for each pattern

» Fault coverage per pattern 1
* Key register content loaded along with scan

chains of the design

Key isolated and
hidden during test

No info in test
patterns about key

Chips with key can

be tested by
untrusted OSAT

65



DisORC Implications on Debug

reset

CIear MSCan_en' Debug must be done
in a trusted facility

* Scan-in: Secret
key loaded from
JTAG along with

: Scan-en initial scan state
Scan-en’ .
* Functional mode
Scan en

* Scan-out

Scan-en

Access to scan chains (scan-en = 1) means:
* Attack on logic locking
* Legitimate debug of mission mode failures
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Attacks Vs Defenses

Defense Oracle
Attack access

RLL [14] FLL [15] SLL [16]

=Semsiazaaon e Yes X X v
A A O YeS X X X
w—tpptib=f2dd=  Yes X X X
wmBDouble-DIRl22)  Yes X X X
=—Repasrrar—  Y&§ v v v
——R R NO v v v
—ER=Re—  Ye: v v s
Redundancy [29] No X X X
28— NO v v v
SAIL [30] No X X X
St et Yes v v v
v/ - Defense is resilient to the attack X- Defense is vulnerable to the attack

* DisORC thwarts oracle-guided attacks
* Can now use a high corruptibility logic locking scheme in tandem!
* Now focus on oracle-less attacks (don’t rely on synthesis tools!)
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Results: Netlist-Analysis-Based Attacks

Benchmark Key-size Recm;e:;(‘)e)d key Execu(tlllggl time
b20 236 34.74 3.44
b21 229 38.86 2776
b22 243 43.62 7.93
bl7 256 38.28 21.38
bl8 07 § -
b19 208 _ §

 Redundancy attack* applied on DisORC+TRLL defense

* Did not terminate on the largest circuits

= Recovered <50% of the key (“random-guess) on small circuits

*Li & Orailoglu, DATE 2019
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Results: Implementation Cost

Area overhead (TRLL + DisORC) Power overhead (TRLL + DisORC)
el ;
17.5 = 25 4
= 8 — 8
15.0 — 16 S 16
=20
12.5 3
2
10.0 £ 15
>
(o]
7.3 5 10
2
5.0 &
I I 5
25
007p30 b1 b2  bi7  bis  bi9 Ob20 b2l  b22  bl7  big  bi9

Area and power overhead (for iso-performance) for 1, 2, 4, 8, 16 scan chains
DisORC + TRLL with 128-bit logic locking
Largest circuit: b19; 65K gates, 6.5K flip-flops

* Cost gets smaller for larger circuits
* b19:1.5% area, 1.2% power
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Results: Test Cost & Quality

Circuits Fault coverage (%) | # Test patterns | Test data volume (bits)

Original | Locked |Original | Locked | Original Locked

b20 99.99 100 411 415 425K 482K

b21 100 100 439 373 453K 433K

b22 100 100 408 416 595K 660K

bl7 99.95 99.99 533 467 1,578K 1,443K

bl8 100 99.99 623 617 4,111K 4,150K

b19 99.82 99.82 836 858 | 10,980K 11,379K

Test data volume = # Test patterns x # bits per pattern

* Fault coverage same
e Slight increase in test data volume (due to test points)
 b19:3.6%
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DisORC + TRLL = Bullet-Proof Logic Locking

Attack Defense gcri‘:;: RLL [14] FLL [15] SLL [16] SARLock [24] Anti-SAT [17] SFLL-HD [18] SFLL-fault [19]| DisORC+TRLL
Sensitization [16]  Yes X X v v v v v v
SAT [20] Yes X X X v v v v v
AppSAT [21] Yes X X X v v v v v
Double-DIP [22] Yes X X X v v v v v
Bypass [23] Yes v v v X X v v v
SPS [26] No v v v X X v v v
AGR [26] Yes v v v X X v v v
Redundancy [29] No X X X v v v v v
FALL [28] No v v v v v X v v
SAIL [30] No X X X v v v v v
Approximate use
of circuit Yes v v v X X X X v
/- Defense is resilient to the attack X- Defense is vulnerable to the attack
IEEE TCAD

10.1109/TCAD.2020.3029133

Protection from:
* Foundry, OSAT, and end-users (or all of them colluding)
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Attacks Vs Defenses

Defense Oracle .
Attack access RLL [14] FLL [15] SLL [16] SARLock [24] Anti-SAT [17] SFLL-HD [18] SFLL-fault [19]

Sensitization [16]  YES sumd—" V4 . v v v V4
SAT [20] Yes | X X X | v v v v
AppSAT [21] Yes X X X v v v v
Double-DIP [22] Yes X X X v v v V4
Bypass [23] Yes v v v X X v v
SPS [26] No v v v X X v v
AGR [26] Yes v v v X X v v
Redundancy [29] No X X X v v v v
FALL [28] No v v v v v X v
SAIL [30] No X X X v v v v
v - Défense is resilient to the attack X- Defense is vulnerable to the attack

Oracle-resilient but p)
barely effective
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